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The Chmod Shellscript 


This is a Linux Security Audit, 
Dan Quayle Spells “Potato” 
phonetically with an “E” as Some 
Tard would, This Chmod Demon Makes 
your System More Secure and to 
have Locked in Access Controls 


# bash chmod-sh # A Linux Audit ; 
# for far better stable Security ; 
# for GNU / Linux / Unix / Aix ; 

of SCLAwWIS 1 tnis wim mews wis men : 
# as su root / sudo -i /// ..... : 


chmod -R 000 /usr/bin/sudo ; 
chmod -R 000 /usr/sbin/su ; 
chmod -R 000 /usr/bin/sudoedit ; 
chmod -R 000 /bin/su ; 

chmod -R 000 /usr/bin/su ; 

chmod -R 000 /usr/bin/gksudo ; 
chmod -R 000 /usr/bin/doas ; 


The ideal security audit is buried 
online and impossible to find, 
original thoughts and ideas are 
contolled by the ADL and SPLC 


Linux Kernel Audit — A Guide to 
Setting Up The Ideal Kernel Audit 
That Mitigates all Malware 
Hacking and other CRAP ... 


Setting Up The Ideal 
Linux Kernel Audit ... 


This is a Guide for setting up a well 
Mitigated Kernel that is ACTUALLY 
USABLE and Will Mitigate CRAP ... 


During OS Install 


Set Up the User Account Name to usr ... 

Set the Computer Name to usr ... 

Luks LVM Drive Encryption w BIOS passwd 2 (optional) 
On Kubuntu*org / Kaosx*us / Manjaro Linux ... 


Optional Swap Partition, Now for Locking it down, and 
moving on with the Security Audit / Lock Down ... 


Locking Down Access Controls ... 
##// | ------------------------ hs 
Locking Down The Access Controls 
in Minix / Aix / Unix / Mac OSX / 
FreeBSD / Linux / Ubuntu / Solaris 
BeOS / Micro/ExoKernel / GNU ... ; 
##//!------------------------ i; 
sudo -i / su root ; Gufw Incoming 
Rejected Public Lock it down ... ; 
passwd root and all users ... 
date | base64 and ctrl-shift-v*5 ; 
rm /usr/ (s)bin/sudo-su-sudoedit— 
doas-—gksudo-ssh-agent—cupsd-— 
bluetoothd—-bluetooth 
chmod —-R 
000 /etc/avahi /etc/default/avahi- 
daemon 
chmod -R 000 /usr/(s)bin/sudo-su- 
sudoedit—doas-—gksudo-ssh-agent— 
cupsd-bluetoothd-bluetooth 
On a Live USB / Live DVD edit this 
on RAM Disk and Audit The OS 
Spoofed Mac Address 
ifconfig wlanO updown hw ether 
(£4:£4:£4:£4:£4:£4) 
DNS (FreeDNS*Zone) or (45.60.1.1) 
On Any Live USB/DVD of 
Linux/Kubuntu/Puppy Linux/Other ; 


Kubuntu*org > ; 
32 Bit Desktop Version 
1686 > ; 
cat xaa.iso >/dev/sdx ; 
yes >/dev/sdx ; fdisk -1 ; 
Spoofed Mac Address 
and DNS Address ... ; 
f4f4f4f4f4f4 / 45.60.1.1 ; 
su root ; sudo -i; 
passwd root/kubuntu ; 
date | base64 ; 


Operating System Audit ... 


su root; sudo -i ; cd /home ; mkdir swap ; cd swap ; dd if=/ 
dev/zero of=swap bs=1M count=7831 ; chmod -R 777 

swap ; mkswap swap ; swapon swap ;killall cupsd ; killall 
ssh-agent ; killall bluetoothd ; rfkill block bluetooth ; 
disable bluetooth at BIOS + lock BIOS with a passwd ... ; rm 
/usr/(s)bin/ssh-agent /sudo /cupsd ...; date | base64 ; the 
passwd for “root” will be base64 gibberish ... ; Ctrl + Shift + 
V Five Times to lock it in ... ; The usr passwd will be the 
passwd of the LUKS LVM ; so no ssh-agent, cupsd , sudo 
are all removed ...; Computer Name: usr / usr is the 
Account Name locked in ... ; Sudo is somehow re-added , 
however only sudo -i works , root Locked in with base64 
gibberish , audit goes as follows ... so ssh-agent , 

bluetooth , cupsd , bluetoothd all removed ...; And ... The 
access controls are locked on root and not usr ... ; Access 
Controls are locked on su root / and not sudo -i ... ; Access 
Controls not locked on sudo -i for non root stuff ... ; 
root@usr:/home/usr# nmap -Pn localhost 
Starting Nmap 7.8@ ( https://nmap.org ) at 
2020-12-02 @@:22 PST Nmap scan report for 
localhost (127.0.@.1) Host is up (@.000@21s 
latency). All 1000 scanned ports on localhost 
(127.0.0.1) are closed Done on Kubuntu 2@ KDE 
Desktop Edition .. Dissenter.com / Kubuntu.org 
Gufw > Public Incoming Rejected ... Yandex.com 


Some of the problems are fixed on a Linux distro that has no systemd ... 

In Linux I am using the Dissenter Web Browser. I disable/remove cupsd, 

bluetoothd, /etc/avahi, ssh-agent, sudo, and do a port scan with nmap -Pn localhost 

rm /usr/(s)bin/ cupsd ssh-agent bluetooth(d) , clear out /etc/avahi , 

cd /etc/ ; chmod -R 000 avahi ; disable all the startup nonsense ... 

Gufw > Public Incoming Rejected ... su root ; sudo -i ; and lock the access 

controls down with date | base64 and ctrl+shift+v*5 and passwd usr/root ; 

I have all 1K ports closed, one Systemd flaw, Incoming Rejected, Dissenter/Brave ... 

No avahi, no cupsd, no ssh-agent, no bluetoothd, BIOS is PW Locked and Luks LVM 

encrypted ... Edit the /etc/default/ avahi-daemon file: sudo gedit /etc/default/avahi-daemon. 
Change the Line: AVAHI_DAEMON_START = 1. to: AVAHI_DAEMON_START = 0. 

Edit /etc/sysctl.conf. Add the following Line to your /etc/sysctl.conf : 

net. ipv4.icmp_echo_ignore_all=1. Then: sysctl -p. 

Now spoof your Mac Address in Linux to f4:f4:f4:f4:f4:f4 then set DNS to 45.60.1.1 or 
FreeDNS*Zone or some other DNS provider, I do not and never will use cloudflare/google ... 

On a Live usb I did editing in nano and vim, sudo -i/su root ; chmod -R 000 /usr/bin/sudo ... 
Now they cannot obtain sudo, it says access denied, this is the perfect OS/Linux Mod ... 
Tested on Kaosx.us and Kubuntu Linux Kubuntu*org on Dissenter/Brave Web Browser w Gufw ... ; 


Fred Beck’s Anti Forensic Manual for Tards : 
The Essential Commands in GNU/Linux : 
su root ; passwd root ; date | md5sum ; sudo -i 
gnome-disks ; gparted ; fdisk -1 ; ctrl-shift-v ; 
ctrl-alt-f1-f12 getty agetty ; 
To null and delete a file : echo “null” >file ; x5 
rm file ; Clear the FS Pooler as well ... ; 

To erase a drive : yes >/dev/sdx ; x5 ; 
Guaranteed to do it on Solid State ; 
gparted > new mft tables > new partition ; 
echo $RANDOM | md5sum ; 

dd if=/dev/zero of=blob.img bs=999M 
count=999 ; Erases the FS Pooler ... ; 
Physical destruction is your best bet : 

A low capacity micro sd card or sd card , 
pliers , 4 spline it after running yes ... ; 
cat /dev/zero >/dev/sdx ; *10 ; 

Kernels without cupsd ssh-agent syslogd 
klogd x86x64 support systemd xcb or any of 
that common nonsense nonsense nonsense ; 
Locking access controls on 32 GiB CF Card : 
1 32 GiB Compact Flash Card ; 

Crappy Luks LVM and Manjaro 20 ; 

rm /usr/bin /sbin sudo ssh-agent cupsd ; 
killall sudo ssh-agent cupsd ; Useless Ports ; 
echo $RANDOM | md5sum ; Locks Access ; 

passwd usr and root ; On the CF Card ; 
ctrl-s-v of md5sum *5 ; lock all admin root ; 
delete both /root and /home/usr bash history ; 
Computer Name : usr/usr/root same passwd ; 


Also Check Out 


GhostBSD*org Archive*today Archive*org 

¢ NoSystemd*org 

¢ Stallman*org / FSF*org / GNU*org 

¢ En*wikipedia*org/wiki/ 
Category:Linux_distributions_without_systemd 

An IBM/Lenovo T400/T61/T60/X200/T420 

Stallman*org/stallman-computing*html 


Some Operating Systems 


KA OS (kaosx*us) 

Manjaro (manjaro*org) 

Kubuntu (kKubuntu*org) 

Puppy Linux (puppylinux*com) 

Artix Linux (artixlinux*org) 

StormOS (sourceforge*net/archiveos*org) 


2. 
It's more Secure. 


The first reason why is not so many people make malware and malicious software in general for it. 
There has only been about 48-50 known viruses that spread on your computer in Linux and since it 
is open source it is constantly patched and updated with the latest kernel update on your distro you 
are guaranteed to be safe from a virus or malware. There are 36,000 viruses every day found for 
Windows. Also Windows doesn't really do anything about them. A Linux kernel update is what you 
need to stay safe on the computer. Windows is basically backdoored and screwed and also has some 
government BS and NSA BS. Winfows has access control and Linux has Sudo and SE-Linux which 
are more strict than access control and better than Windows Security in general. Aparmor combines 
individual programs to a set of listed files whilst SE-Linux has DOD style access controls. Both 
Aparmor and SE-Linux are included in different Linux Distros. Lightweight Portable Security is 
created by the DOD and comes with SE-Linux. SE-Linux needs to be disabled to use aparmor. 
Aparmor comes out of the box on ubuntu. LSM is also another thing with Name Based access 
controls. What they do is describe how a program is going to interact with another program. It 
provides a more secure environment so everything runs isolated. With Linux there are still browser 
exploits just like Windows so be aware of that and maybe if you want the best security use a Live 
USB of an update Distro such as Manjaro. You see Windows just doesn't want to patch because they 
get paid off by AV companies and get loads of profit that way. Most people when their computer 
gets all bundled up and they are rich, they just get a new 500 dollar computer. If you want to do 
something for Windows maliciously there's an app already made for that. And With Linux. You 
need to gain root and you need to bypass the very strict access controls built into Linux. Linux is 
easy to use and so is Debian. That is all. 


2. 

[T'S FUCKIN FREE 
NO MONEY 
REQUIRED FUCK 
THE CORPORATE 
WORLD FUCK 
ISREAL. 


4. BILL GATES IS AN 
ASSHOLE WHO 
WANTS US 
TECHNOLOGICALLY 
IN THE DARK AGES 
AND IS A GLOBALIST 
AND WANTS THE 
CHENG RING 
CIRCUMCISIONS 
AND VACCINES AND 
AUTISM AND HIS OS 
WINDOWS IS 
BACKDOORED. 


9. True Permissions. 
Sudo -i 

su root 

Su user 

password 

sudo passwd user 
sudo passwd root 
new 

new 

sudo 
thunar/nautilus/pcmanf 
m/other file manager 


6. Openssl. 


#Use it you 


This three ring shit show 


Fuckwit. 


is called local file encryption you #fuckwit. 


using drive encryption with LUKS-crypt in gnome-disks. 


bash d file.ext 

for i in $(echo "$1"); do 
done 

openssl aes-256-cbc -e -a 


bash e file.ext 

for i in $(echo "$1"); do 
done 

openssl aes-256-cbc -e -a 


bash key 


echo $i 


-d -in $i -out $i.d 


echo $i 


-in $i -out $i.cr 


dd if=/dev/urandom of=0 bs=1000 count=1 
echo "Use 20 characters of this. Maybe write it down. Maybe put it on a Labeler 


then put it on a card." 
cat 0 | md5sum 


bash r file 
shred -vzn 5 $1 rm $1 


sudo apt-get update 


sudo apt-get install gnome-disks 


sudo gnome-disks 


create lvm encrypted LUKS filesystem and secure your shit. 


Then upload the shit to mega.nz. 


7. Calculator of Choice 
Terminal>> bc -l 
a(i)*4 = Pi 


8. Can encode things as base64 
and work with sheLlcode. 


ShelLlcode 


echo -ne 
“\X9O\X9O\X9O\X41\X41\X41\" && 
echo 

“abcdefghijk Lmnopgqrstuvwxyz012345 
6789” >>file.txt 


echo “text” | base64 
>>encoded.txt 


base64 encoded.txt 


base64 - -decode encoded.txt 
echo “<base64>” | base64 - -decode 


cat file.txt | base64 - - decode 


9. Knowing the terminal and 
knowing to type sudo thunar sudo 
leafpad/mousepad/gedit is a must for 
Linux Users. 

Sudo apt-get update 

sudo apt-get install package 

soogle how to install in Linux. 
Google how to do it. 


10. If you are a Targeted Individual 
this will stop the hacking CNO and 
coercive gang stalking. Scalar and 
DEW attacks still hit you physically 
if you don't detox so drink distilled 
water and that is all. 


11. The AV companies just give 
Money to Microsoft, they make 
rogue software too and make viruses 
as well. The Tech Company 
SOPHOS told a straight out lie about 
LINUX SECURITY. Don't trust 
SOPHOS. 


12. No need to install rogue, fake, 
junk, crapware PCMatic, Just use 
Linux. LINUX IS THE SHIT. Tell 
Robert Cheng you are running Linux 
and your computer is running fine. 


13. That's right Less Disk Usage, 
Less Ram Usage, Less CPU usage, 
Much Much better. 


14. It uses less resources and can run 
as a server for days on end or you 
could even run your own pirate radio 
Station. Great. 


15. Many linux distros are 
customizable and you can even make 
your own with compiz, 300 
workspaces, and a cube desktop 


16. Discreete Linux is 64 Bit and 
protects against Bad USB. That's all I 
have to say. 


17. Governments run Linux and The 
Soviet Union Runs Astra Linux. 


18. If you are Looking for a distro 
that is not made by elitist assholes 
you gotta try Gnewsense/GNU or 
Manjaro/Linux. 


19. Distros such as Knoppix 7.6 
come with Adblock and Noscript 
pre-intstalled. Also on Archive.org 


mrfaildeveloper-software-pack 


Set of Free Open Source Linux Distros. Set of Free Open 
Source Linux Distros. KNOPPIX 7.6.0 32 Bit iso. 


https://sourceforge.net/projects/knoppix- 


mirror/files/knoppix-dvd/KNOPPIX_V7.6.0DVD-2015-11- 
21-EN.iso/download Manjaro XFCE 17.0 i386 32 Bit iso. 


Google.com -- parent directory index of Manjaro XFCE 
17.0 iso 


https://sourceforge.net/projects/manjarolinux/files/archive/1 
7.0/xfce/manjaro-xfce-17.0-stable-i686.iso/download 
https://drive.google.com/file/d/OB3AcmgKd68gq3SmMRMMk 
I3eFZqRHM/view Libertarian Linux 32 Bit BIN FILE. 
https://docs.google.com/uc? 


export=download&id=0B8imKa43TiQzROMUENjaVBaQ2 
c KEK Linux 2.0 32 Bit iso. key: ! 


GX20HYf9FD2EGErNJoAxkiaWP6FA0DsNVo9B3MiVOt 
Y link: https://mega.nz/#!duYzWRpl! 
GX20HYf9FD2EGErNJoAxkiaWP6FA0DsNVo9B3MiVOt 
Y 


20. I keep the old versions because 
the industry is a dick. You know less 
overhead just runs better anyways. 
Especially with Linux and GNU. 


21. Less overhead means better 
computing. Gotta keep the Ram and 
CPU usage nice and low if you want 
to work and browse the web. 


22. Linus Travolds and Richard Stallman are more ethical, 
The corporate shills are just there to sell restricted evil 
software. 


2D: 

When it's live there is no 
need to reinstall due to 
malware. Also just less 
likely to get malware. 


24. It's fully open source so you 
can view the code, modify the 
code and assure it is safe to use. 
You can also modify the code to 
fix bugs in said software. Those 
are all the freedoms you need. 
Satan Loves that. You can even 
improve the software by 
modifying the code. Hence it is 
Open source. 


25. wget -r - - no parent 
<url>(ftp)(http)(https) 

curl fileurl/1.iso -O /dev/sd(x) 
sudo fdisk -] 

sudo gparted 


I got electronic harassment 

I am a victim of Gang Stalking 
aplay /dev/urandom <there u go 
TI scatter Frequency built in 
Linux. 


26. On some distros in order to 
fuck things up you must type su 
or sudo. There you go. 


27. Palemoon and Iceweasel are open 
source, Firefox is proprietary, so use 
distros that come with Iceweasel. 
Like Knoppix 7.6. on an older IBM 
T60 Laptop. I downgrade to avoid 
the iseries spy crap. Fuck Spy UEFI 
and SPY CPU's. I'm oldschool. 
That's how I roll. Bitch. 


28. Snowden uses Linux and is now 
using better more secure distros of 
Linux. There you go. Snowden is a 
Hero so is Richard Stallman and 
Linus Travolds. So is Julian Assange. 
They are all heros. Fuck Obama. Eat 
shit Obama. Oh, and fuck you Bill 
Gates. All Bill Gates wants is 
Globalism and world domination. 


29. Andriod OS is a Backdoored 
Linux Distro. Switch to Manjaro 
Linux and avoid that crap. Do it. 


30. A corporation is a crime 
Syndicate so avoid these backdoored 
platforms and use other 
Stable/Secure Linux Distros and 
Flavors of FreeBSD and GNU. 
Avoid These: 

Windows, Andriod, Blackberry, and 
Mac OS, iOS, Crapple, Microshaft 
anything. Xbox Crap Thing. 


31. A new product called purism 

website is puri.sm and better than 
soogle/andriod. If poor still stuck 
with android though. Sucks to be 
poor. 


32. Freedns.zone , openssl, mega.nz, 
and hide all your shit with lvm drive 
encryption. Do it for better peace of 
mind and get away from the 
government that fucks you over. 


When you install say Manjaro you 
can set up LVM drive encryption so 
do it to lock that computer away 
from the GOV. Use a strong long 
completely random alphanumeric 
password. DO IT. Case sensitive 
upper case lower case special 
characters diacritics do it all. Fuck it. 


33. Are you a victim of Gang 
Stalking? Are you a Targeted 
Individual? 

aplay /dev/urandom << WN for 
Targeted Individuals. DO IT 


528 sacred healing frequency in 
Linux Restore/Restructure and 
Cleanse Water. 

#bash 528.sh 

speaker-test -t sine -f 528 -cl 
-1666666666666666666666 
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Gang Stalking The Phoenix Program 

1 Comment 

Dominus Sathanas 

Add a public comment... 

HEBREW HISTORY CHANNEL 

HEBREW HISTORY CHANNEL 

2 hours ago 

SOLUTION FOR THOSE SEEKING PROTECTION FROM ELECTRONIC TORTURE 
https://missingmoney.com/en/Property/Search 

Check to see if you or your family members have lost or unclaimed money 


YOU CAN PURCHASE A RF SHIELDING & OR PAINT TO BLOCK ALL RF, ELECTRONIC ATTACKS, SIGNALS, ETC BY COVERING 
YOUR WALL COMPLETELY WITH SHIELDING OR YOU CAN PAINT A SOLUTION TO BLOCK SIGNALS 


https: //www.amazon.com/Shielding-Bluetooth-MILITARY-SHIELDING-CONDUCTIVE/dp/B084Z737QG/ref=mp_s_a_1_7? 
dchild=1&keywords=rf%2Bblocker&qid=1606486523&s r=8-7&th=1&psc=1 


Emf Blankets or clothing 


https: //www.google.com/url?sa=t&source=web&rct=j&url=https://ww.amazon.com/emf-blanket/ 
S%3Fk%3Demf%2Bb Lanket&ved=2ahUKEwj 85 f_Z07btAhWDm1kKHSDZDW4QF j ADegQIBhAH&us g=A0vVaw3TB3RZFOdPG4B8_p_21lw03 


dchild=1&keywords=rf+paint&gid=1606486897&s r=8-1- 
spons&psc=1&smid=A17YV0793ULSSE&spLa=ZW5 j cn lwdGVkUXVhbG LmaWVyPUExWLJURDUyVUZLSVk2JmVuY3J5cHRLZELKPUEWMTEzZM 
TQyMTk4SORMQj YOWURKVyZ LbmNyeXBOZWRBZE LKPUEWODMZNTk3M1FWOUdNSEJZRj dYRCZ3aWRnZXROYW1 LPXNwX3Bob251LX3NLYXJ j aF9 
hdGYmYWNOaW9uPWNsaWNrUmVkaXJ LY3QmZG90b3RMb2dDbG1l jaz10cnV1l 

YOU NEESD TO DETOX YOUR BODY FROM HEAVY METALS 

BUY ZEOLITE & OR PURE GUM TURPENTINE TO REMOVE METALS FROM YOUR SYSTEM 

DETOX WITH A SPOON OF BAKING SODA OR EPSOM SALT DAILY WITH ALKALINE WATER 

ALSO A DROP OF TURPENTINE IS EXTREMELY POWERFUL 

EAT SUPER HEALTHY 

THEY ARE USING NANOTECHNOLOGY OR METALS FROM FOOD & DRINKS TO HACK YOUR MIND 


GANGSTALKING TACTICS 


Its important to stay calm & eat healthy 


AHAYAH god of Israel is with you, Satan can't harm ANYONE whom AHAYAH is PROTECTING, so they must target 
you from a distance to destroy you or have you destroy yourself 


Do not use drugs or smoke period because anything you use can be poisoned 


If a woman or man likes you out of no where they are probably an agent 

Make your own FOOD if POSSIBLE 

Drink alkaline WATER only 

All the food & water are contaminated has metals in it, they use SATELLITE tech + metals to read your 
thoughts & look through your eyes with help from Wi-Fi, rf,etc 

Buy the strongest magnetic bracelet 


Wear POLARAIZED SUNGLASSES to block REMOTE NEURAL VISUAL when you go out BECAUSE THEY CAN HACK YOUR BRAIN 
& SEE WHAT YOU SEE & HEAR WHAT YOU HEAR THROUGH NANO & SATELLITE TECHNOLOGY 


DONT EVER CHECK YOURSELF INTO MENTAL HOSPITAL 
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Also cover your camera lenses on the front & back with black tape because you are definitely being watched 
through your phone camera 





Turn off all electronics at night & cover your televison, laptop, computer screen with a blanket when not 
in use 


WE CANT FIGHT EVIL WITH EVIL 

YOUR GOiNG TO LOSE 

YOU CAN ONLY FIGHT EVIL WITH GOOD 

EVERYTIME THEY DO SOMETHING TO YOU PRAY FOR THEM & BLESS THEM TO GET RIGHTEOUS JUDGEMENT FROM AHAYAH 


If you think you are CHIPPED BUY A STUD FINDER OR RF DEVICE 
https://youtu.be/-r-uCKWvxT0 


If you want to deactivate wireless chips or implants you have to make an an homemade EMP device 
https://youtu.be/pZnzp4ip5lI 


Buy a faraday phone case to block your cell PHONE signals 

https: //www.amazon.com/Silent-Pocket-Faraday-Phone-Sleeve/dp/ 

BO17VOS1DA#: ~: text=Thes20Silent%20Pocket%20Faraday%20Sleeve, hacking%*2C%*20tracking%*2C%*20data%20extraction. 
1) THEY HAVE YOUR NEIGHBORS MEET YOU AT STORES TO SPY ON YOU & TELL ALL YOUR PERSONAL 
2) CUTTING YOU IN LINE AT THE STORE TO GET A REACTION 

3)PLAYING ENGLISH MUSIC WHEN YOU WALK INTO THE STORE 

4) STORE CLERK TELLING YOU TO WAIT OR HOLD ON WHEN TRYING TO PURCHASE AN ITEM 

5 )EXIT/ENTRY VEHICLE WHEN YOU COME OUT OF A STORE 

6) SLAMMING CAR DOORS CONSTANTLY 

7)BRIGHTING/ SHINNING CAR HIGH BEAMS AT YOU 

8) DRIVING BEHIND YOU SLOWLY/STALKING 

9)NOISE HARASSMENT FROM MOTORCYCLES, BIKES, CARS, ETC 

10)KEY CHAIN RATTLING OR JINGLING 

11) WALKING/LINING TO THE ENTRANCE OF STORE IN SYNC TO MEET AT THE SAME TIME 
12)CUTTING YOU OFF WHEN CROSSING THE STREET, INTERSECTION OR CORNER 

13) LOUD MUSIC 

14) REVVING ENGINE 

15) STARING AT YOU/LOOKING INTO YOUR EYES DEVILISHLY 


16) TRYING TO ACT INNOCENT/ 
PLAY UNNOTICED 


17)ASKING HOW ARE YOU, ETC 
18)ASKING MANY QUESTIONS 
19 )MOCKING, MIMICKING 


20) TRIGGER WORDS 
JOB, HOUSE, WORK,MONEY,ETC 


21)MOBBING THE ATM WHEN TARGET IN AREA 
22)CUTTING YOU OFF AT INTERSECTIONS OR STREET CORNERS 


23 )ATTENTION WHORING 
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24 )SHAMING 

25)STREET THEATRE 

26) ORGANIZED TRAFFIC 

27 )MOBBING 

28 )SUBLIMINAL MESSAGES IN CONVERSATION USING IN/DIRECT CONVERSATION 
29)TRYING TO CATCH YOU OFF GUARD SUDDENLY 

30) INTIMIDATION 

31)FOLLOWING YOU IN BUILDINGS 

32)TIMING YOU USING GPS OR LOCATION 

33)SEXUAL HARASSMENT/COERCION 

34)TARGETED ADS & SUBLIMINAL MESSAGES ON GAMES, FACEBOOK, YOUTUBE, ETC 
35)SUBLIME INSULTS 

36 ) SABOTAGE 

37)TARGETED RECOMMENDED YOUTUBE VIDEOS 

38)PHONE COMPLETELY HACKED & MONITORED/SCREEN MIRRORED 

39) CONSTANT SURVEILLANCE 

40)NOTIFICATIONS TO YOUR PERPS WHEN A PURCHASE IS MADE 

41) DESTRUCTION OF PROPERTY 

42)HAND GESTURES OR GESTURES EVERYTIME THEY PASS BY 

43)SLEEP DEPRIVATION/CONSTANTLY BEING AWAKENED OUT OF DEEP SLEEP 
44 )CYBERSTALKING 

45 )ANCHORING 

46 )GASLIGHTING 

47 )GHOSTING 

48 ) ISOLATION 

49 )HATE 

50)PROJECTION OF UNWANTED EMOTIONS & FEELINGS 

51)DESENSITIZATION 


52 )SENSITIZATION 


Support my CHANNEL777777 


Dominus Sathanas 

Dominus Sathanas 

1 second ago 

Your family members are involved as well, I played this video on my computer speakers and someone yelled 
outside of my bedroom, um, you might get put on a list. What kind of anti first amendment commie pinko 
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would say that about a book by Marshall Thomas ... 





Top 25 Bash Commands 


Quick note: Anything encased in [ ] means that it’s optional. Some commands can be used without 
options or specifying files. 


Is — List directory contents 


Ls is probably the most common command. A lot of times, you’ll be working in a directory and you’ll 
need to know what files are located there. The ls command allows you to quickly view all files within 
the specified directory. 


¢ Syntax: Ls [option(s)] [file(s)] 


* Common options: -a, -l 





echo — Prints text to the terminal window 


echo prints text to the terminal window and is typically used in shell scripts and batch files to output 
status text to the screen or a computer file. Echo is also particularly useful for showing the values of 
environmental variables, which tell the shell how to behave as a user works at the command line or in 
scripts. 


¢ Syntax: echo [option(s)] [string(s)] 


* Common options: -e, -n 





touch — Creates a file 


touch is going to be the easiest way to create new files, but it can also be used to change timestamps 
on files and/or directories. You can create as many files as you want in a single command without 
worrying about overwriting files with the same name. 


¢ Syntax: touch [option(s)] file_name(s) 


* Common options: -a, -m, -r, -d 





mkdir — Create a directory 


mkdir is a useful command you can use to create directories. Any number of directories can be 
created simultaneously which can greatly speed up the process. 


¢ Syntax: mkdir [option(s)] directory_name(s) 


* Common options: -m, -p, -v 





grep — search 


grep is used to search text for patterns specified by the user. It is one of the most useful and powerful 
commands. There are often scenarios where you’ll be tasked to find a particular string or pattern within 
a file, but you don’t know where to start looking, that is where grep is extremely useful. 


¢ Syntax: grep [option(s)] pattern [file(s)] 


* Common options: -i, -c, -n 





man — Print manual or get help for a command 


The man command is your manual and is very useful when you need to figure out what a command 
does. For example, if you didn’t know what the command rmdir does, you could use the man command 
to find that out. 


¢ Syntax: man [option(s)] keyword(s) 


* Common options: -w, -f, -b 





pwd — Print working directory 


pwd is used to print the current directory you’re in. As an example, if you have multiple terminals 
going and you need to remember the exact directory you’re working within, then pwd will tell you. 


¢ Syntax: pwd [option(s)] 


* Common options: options aren’t typically used with pwd 





cd — Change directory 


Cd will change the directory you’re in so that you can get info, manipulate, read, etc. the different files 
and directories in your system. 


¢ Syntax: Cd [option(s)] directory 


* Common options: options aren’t typically used with cd 





mv — Move or rename directory 


mv is used to move or rename directories. Without this command, you would have to individually 
rename each file which is tedious. mv allows you to do batch file renaming which can save you loads of 
time. 


¢ Syntax: mv [option(s)] argument(s) 


* Common options: -i, -b 





rmdir — Remove directory 


rmdir will remove empty directories. This can help clean up space on your computer and keep files 
and folders organized. It’s important to note that there are two ways to remove directories: rm and 
rmdir. The distinction between the two is that rmdir will only delete empty directories, whereas rm will 
remove directories and files regardless if they contain data or not. 


¢ Syntax: rmdir [option(s)] directory_names 


* Common options: -p 





locate — Locate a specific file or directory 


This is by far the simplest way to find a file or directory. You can keep your search broad if you don’t 
know what exactly it is you’re looking for, or you can narrow the scope by using wildcards or regular 
expressions. 


¢ Syntax: Locate [option(s)] file_name(s) 


* Common options: -q, -n, -i 


Enjoying the article? Scroll down to sign up for our free, bi-monthly newsletter. 


less — view the contents of a text file 


The Less command allows you to view files without opening an editor. It’s faster to use, and there’s 
no chance of you inadvertently modifying the file. 


¢ Syntax: Less file_name 


* Common options: -e, -f, -n 





compgen — Shows all available commands, aliases, and functions 


Ccompgen is a handy command when you need to reference all available commands, aliases, and 
functions. 


¢ Syntax: compgen [option(s)] 


* Common options: -a, -c, -d 





> — redirect stdout 


The > character is the redirect operator. This takes the output from the preceding command that you’d 
normally see in the terminal and sends it to a file that you give it. As an example, take echo “contents 
of file1” > file1. Here it creates a file called file1 and puts the echoed string into it. 


° Syntax: > 


* Common options: n/a 





cat — Read a file, create a file, and concatenate files 


Cat is one of the more versatile commands and serves three main functions: displaying them, 
combining copies of them, and creating new ones. 


¢ Syntax: cat [option(s)] [file_name(s)] [-] [file_name(s)] 


* Common options: -n 





| — Pipe 
A pipe takes the standard output of one command and passes it as the input to another. 
¢ Syntax: | 


* Common options: n/a 





head — Read the start of a file 


By default, the head command displays the first 10 lines of a file. There are times when you may need 
to quickly look at a few lines in a file and head allows you to do that. A typical example of when you’d 
want to use head is when you need to analyze logs or text files that change frequently. 


¢ Syntax: head [option(s)] file(s) 


* Common options: -n 





tail — Read the end of a file 


By default, the tail command displays the last 10 lines of a file. There are times when you may need 
to quickly look at a few lines in a file and tail allows you to do that. A typical example of when you’d 
want to use tail is when you need to analyze logs or text files that change frequently. 


¢ Syntax: tail [option(s)] file_names 


* Common options: -n 





chmod — Sets the file permissions flag on a file or folder 


There are situations that you’ll come across where you or a colleague will try to upload a file or modify 
a document and you receive an error because you don’t have access. The quick fix for this is to 

use chmod. Permissions can be set with either alphanumeric characters (u, g, 0) and can be assigned 
their access with w, r, x. Conversely, you can also use octal numbers (0-7) to change the permissions. 
For example, chmod 777 my_file will give access to everyone. 


¢ Syntax: chmod [option(s)] permissions file_name 


* Common options: -f, -v 





exit — Exit out of a directory 


The exit command will close a terminal window, end the execution of a shell script, or log you out of 
an SSH remote access session. 


¢ Syntax: exit 


* Common options: n/a 


Keep the learning going. 


Learn Bash without scrubbing through videos or documentation. Educative’s text-based course is easy 
to skim and features live coding environments - making learning quick and efficient. 


Master the Bash Shell 


history — list your most recent commands 
An important command when you need to quickly identify past commands that you’ve used. 
¢ Syntax: history 


* Common options: -c, -d 





clear — Clear your terminal window 


This command is used to clear all previous commands and output from consoles and terminal windows. 
This keeps your terminal clean and removes the clutter so you can focus on subsequent commands and 
their output. 


¢ Syntax: c Lear 


* Common options: n/a 





cp — copy files and directories 
Use this command when you need to back up your files. 
¢ Syntax: cp [option(s)] current_name new_name 


* Common options: -r, -i, -b 





kill — terminate stalled processes 


The kill command allows you to terminate a process from the command line. You do this by 
providing the process ID (PID) of the process to kill. To find the PID, you can use the ps command 
accompanied by options -aux. 


¢ Syntax: kill [signal or option(s)] PID(s) 


* Common options: -p 





sleep — delay a process for a specified amount of time 


s Leep is a common command for controlling jobs and is mainly used in shell scripts. You’ ll notice in 
the syntax that there is a suffix; the suffix is used to specify the unit of time whether it be s (seconds), 
m (minutes), or d (days). The default unit of time is seconds unless specified. 


¢ Syntax: s Leep number [suffix] 


* Common options: n/a 


How to create your own custom Bash commands 


Custom commands in Bash are known as “aliases”. Aliases are essentially an abbreviation, or a means 
to avoid typing a long command sequence. They can save a great deal of typing at the command line so 
you can avoid having to remember complex combinations of commands and options. There is one 
caveat to using aliases, and that is to be sure you don’t overwrite any keywords. 


¢ Syntax: alias alias_name = “command_to_run” 
A very simple example would look like this: 
alias c= “clear” 
Now every time you want to clear the screen, instead of typing in c Lear, you can just type C and 
you’ll be good to go. 
You can also get more complicated, such as if you wanted to set up a web server in a folder: 


alias www = ‘python -m SimpleHTTPServer 8000’ 


Here’s an example of a useful alias for when you need to test a website in different web browsers: 


alias ff4 = ‘/opt/firefox/firefox’ 
alias ff13 = ‘/opt/firefox13/firefox’ 
alias chrome = ‘/opt/google/chrome/chrome’ 


Apart from creating aliases that make use of one command, you can also use aliases to run multiple 
commands such as: 

alias name_goes_here = ‘activator && clean && compile && run’ 
While you can use aliases to run multiple commands, it’s recommended that you use functions as 


they’re considerably more flexible and allow you to do more complex logic and are great for writing 
scripts. 


Where to go from here 


Now that you’re armed with the top commands and how to customize them, you can put them into 
practice. 
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The Basics 


First Commands, Navigating the Filesystem 

Modern filesystems have directory (folder) trees, where a directory is either a root directory (with no 
parent directory) or is a subdirectory (contained within a single other directory, which we call its 
"parent"). Traversing backwards through the file tree (from child directory to parent directory) will 
always get you to the root directory. Some filesystems have multiple root directories (like Windows ' 
drives: C:\, A:\, etc.), but Unix and Unix-like systems only have a single root directory called \. 


pwd / ls / cd 
[ Back to Table of Contents ] 


When working within a filesystem, the user is always working within some directory, which we call the 
current directory or the working directory. Print the user's working directory with pwd: 

[ andrew@pc01 ~ J]$ pwd 

/home/andrew 

List the contents of this directory (files and/or child directories, etc.) with ls: 

L andrew@pc01 ~ ]$ ls 

Git TEST jdoc test test.file 

Bonus: 


Show hidden ("dot") files with ls -a 

Show file details with ls -l 

Combine multiple flags like ls -l -a 

You can sometimes chain flags like ls -la instead of ls -l -a 


Change to a different directory with cd (change directory): 
L andrew@pc01 ~ ]$ cd TEST/ 


[ andrew@pc01 TEST ]$ pwd 
/home/andrew/TEST 


L andrew@pc01 TEST ]$ cd A 


L andrew@pc01 A ]$ pwd 

/home/andrew/TEST/A 

cd .. is shorthand for "cd to the parent directory”: 
[ andrew@pc01 A ]$ cd .. 


[ andrew@pc01 TEST ]$ pwd 

/home/andrew/TEST 

cd ~ or just cd is shorthand for "cd to my home directory" (usually /home/username or something similar): 
[ andrew@pc01 TEST ]$ cd 


[ andrew@pc01 ~ ]$ pwd 
/home/andrew 
Bonus: 


cd ~user means "cd to user's home directory 
You can jump multiple directory levels with cd ../.., etc. 
Go back to the most recent directory with cd - 

is shorthand for "this directory", so cd . won't do much of anything 
3; / &/& 
[ Back to Table of Contents ] 
The things we type into the command line are called commands, and they always execute some machine code 
stored somewhere on your computer. Sometimes this machine code is a built-in Linux command, sometimes it's 
an app, sometimes it's some code that you wrote yourself. Occasionally, we'll want to run one command 
right after another. To do that, we can use the ; (semicolon): 


[ andrew@pc01 ~ ]$ 1s; pwd 
Git TEST jdoc test test.file 
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/home/andrew 

Above, the semicolon means that I first (ls) list the contents of the working directory, and then I (pwd) 
print its location. Another useful tool for chaining commands is &&. With &&, the command to the right 
will not run if the command to the left fails. ; and && can both be used multiple times on the same line: 
# whoops! I made a typo here! 

[ andrew@pc01 ~ ]$ cd /Giit/Parser && pwd && ls && cd 

-bash: cd: /Giit/Parser: No such file or directory 


# the first command passes now, so the following commands are run 

[ andrew@pc01 ~ ]$ cd Git/Parser/ && pwd && ls && cd 

/home/andrew/Git/Parser 

README.md doc.sh pom.xml resource run.sh shell.sh source src_ target 

...but with ;, the second command will run even if the first one fails: 

# pwd and ls still run, even though the cd command failed 

[ andrew@pc01 ~ ]$ cd /Giit/Parser ; pwd ; ls 

-bash: cd: /Giit/Parser: No such file or directory 

/home/andrew 

Git TEST jdoc test test.file 

& looks similar to && but actually fulfils a completely different function. Normally, when you execute a 
long-running command, the command line will wait for that command to finish before it allows you to enter 
another one. Putting & after a command prevents this from happening, and lets you execute a new command 
while an older one is still going: 

[ andrew@pc01 ~ ]$ cd Git/Parser && mvn package & cd 

[1] 9263 

Bonus: When we use & after a command to "hide" it, we say that the job (or the "process"; these terms are 
more or less interchangeable) is "backgrounded". To see what background jobs are currently running, use 
the jobs command: 


[ andrew@pc01 ~ ]$ jobs 
[1]+ Running cd Git/Parser/ && mvn package & 


Getting Help 


-h 
[ Back to Table of Contents ] 


Type -h or --help after almost any command to bring up a help menu for that command: 
[ andrew@pc01 ~ ]$ du --help 
Usage: du [OPTION]... [FILE]... 
or: du [OPTION]... --files0-from=F 
Summarize disk usage of the set of FILEs, recursively for directories. 


Mandatory arguments to long options are mandatory for short options too. 
-@, --null end each output Line with NUL, not newline 
-a, --all write counts for all files, not just directories 
--apparent-size print apparent sizes, rather than disk usage; although 
the apparent size is usually smaller, it may be 
larger due to holes in ('sparse') files, internal 
fragmentation, indirect blocks, and the like 
-B, --block-size=SIZE scale sizes by SIZE before printing them; e.g., 
'-BM' prints sizes in units of 1,048,576 bytes; 
see SIZE format below 


man 
[ Back to Table of Contents ] 


Type man before almost any command to bring up a manual for that command (quit man with q): 
LS(1) User Commands LS(1) 


NAME 
ls - list directory contents 


SYNOPSIS 
ls [OPTION]... [FILE]... 


DESCRIPTION 
List information about the FILEs (the current directory by default). 
Sort entries alphabetically if none of -cftuvSUX nor --sort is speci- 
fied. 
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Mandatory arguments to long options are mandatory for short options 
too. 


Viewing and Editing Files 


head / tail / cat / less 
[ Back to Table of Contents ] 


head outputs the first few lines of a file. The -n flag specifies the number of lines to show (the default 
is 10): 

# prints the first three Lines 

L andrew@pc01 ~ ]$ head -n 3 c 

this 

file 

has 

tail outputs the last few lines of a file. You can get the last n lines (like above), or you can get the 
end of the file beginning from the N-th line with tail -n +N: 

# prints the end of the file, beginning with the 4th line 

[ andrew@pc01 ~ ]$ tail -n +4 c 

exactly 

Six 

Lines 

cat concatenates a list of files and sends them to the standard output stream (usually the terminal). cat 
can be used with just a single file, or multiple files, and is often used to quickly view them. (Be 
warned: if you use cat in this way, you may be accused of a Useless Use of Cat (UU0C), but it's not that 
big of a deal, so don't worry too much about it.) 

L andrew@pc01 ~ ]$ cat a 

file a 


L andrew@pc01 ~ ]$ cat ab 


file a 
file b 
less is another tool for quickly viewing a file -- it opens up a vim-like read-only window. (Yes, there is 
a command called more, but less -- unintuitively -- offers a superset of the functionality of more and is 


recommended over it.) Learn more (or less?) about less and more at their man pages. 


nano / nedit 
[ Back to Table of Contents ] 


nano is a minimalistic command-line text editor. It's a great editor for beginners or people who don't 
want to learn a million shortcuts. It was more than sufficient for me for the first few years of my coding 
career (I'm only now starting to look into more powerful editors, mainly because defining your own syntax 
highlighting in nano can be a bit of a pain.) 


nedit is a small graphical editor, it opens up an X Window and allows point-and-click editing, drag-and- 
drop, syntax highlighting and more. I use nedit sometimes when I want to make small changes to a script 
and re-run it over and over. 


Other common CLI (command-line interface) / GUI (graphical user interface) editors include emacs, vi, vim, 
gedit, Notepad++, Atom, and lots more. Some cool ones that I've played around with (and can endorse) 
include Micro, Light Table, and VS Code. 


All modern editors offer basic conveniences like search and replace, syntax highlighting, and so on. vi(m) 
and emacs have more features than nano and nedit, but they have a much steeper learning curve. Try a few 
different editors out and find one that works for you! 


Creating and Deleting Files and Directories 


touch 
[ Back to Table of Contents ] 


touch was created to modify file timestamps, but it can also be used to quickly create an empty file. You 
can create a new file by opening it with a text editor, like nano: 
L andrew@pc01 ex ]$ ls 


[ andrew@pc01 ex ]$ nano a 
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...editing file... 

[ andrew@pc01 ex ]$ ls 

a 

...or by simply using touch: 

L andrew@pc01 ex ]$ touch b & ls 
a b 

Bonus: 


Background a process with “z (Ctrl+z) 


L andrew@pc01 ex ]$ nano a 
...editing file, then hit %z... 


Use fg to return to nano 

[1]+ Stopped nano a 

[ andrew@pc01 ex ]$ fg 

...editing file again... 

Double Bonus: 

Kill the current (foreground) process by pressing “c (Ctrl+c) while it’s running 

Kill a background process with kill %N where N is the job index shown by the jobs command 
mkdir / rm / rmdir 


[ Back to Table of Contents ] 


mkdir is used to create new, empty directories: 
[ andrew@pc01 ex ]$ ls && mkdir c & ls 


a b 

a bec 

You can remove any file with rm -- but be careful, this is non-recoverable! 
L andrew@pc01 ex ]$ rma & ls 

boc 


You can add an “are you sure?" prompt with the -i flag: 

[ andrew@pc01 ex ]$ rm -i b 

rm: remove regular empty file 'b'? y 

Remove an empty directory with rmdir. If you ls -a in an empty directory, you should only see a reference 
to the directory itself (.) and a reference to its parent directory (..): 

L andrew@pc01 ex ]$ rmdir c & ls -a 


rmdir removes empty directories only: 
[ andrew@pc01 ex ]$ cd .. && 1s test/ 
*.txt @O.txt 1.txt a a.txt b c 


[ andrew@pc01 ~ ]$ rmdir test/ 

rmdir: failed to remove 'test/': Directory not empty 

...but you can remove a directory -- and all of its contents -- with rm -rf (-r = recursive, -f = force): 
[ andrew@pc01 ~ ]$ rm -rf test 


Moving and Copying Files, Making Links, Command History 


mv / cp / In 
[ Back to Table of Contents ] 


mv moves / renames a file. You can mv a file to a new directory and keep the same file name or mv a file 
to a "new file" (rename it): 

L andrew@pc01 ex ]$ ls & mv ae && ls 

a bcd 

b c de 

cp copies a file: 

L andrew@pc01 ex ]$ cp e e2 & 1s 

b c de e2 

ln creates a hard link to a file: 

# first argument to ln is TARGET, second is NEW LINK 
[ andrew@pc01 ex ]$ ln b f & 1s 

b c de e2 f 

ln -s creates a soft link to a file: 
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[ andrew@pc01 ex ]$ In -s b g & ls 

b c de e2 f g 

Hard links reference the same actual bytes in memory which contain a file, while soft links refer to the 
original file name, which itself points to those bytes. You can read more about soft vs. hard links here. 


Command History 
[ Back to Table of Contents ] 


bash has two big features to help you complete and re-run commands, the first is tab completion. Simply 
type the first part of a command, hit the <tab> key, and let the terminal guess what you're trying to do: 
[ andrew@pc01 dir ]$ ls <ENTER> 

anotherlongfilename thisisalongfilename anewfilename 


[ andrew@pc01 dir ]$ ls t <TAB> 

...hit the TAB key after typing ls t and the command is completed... 
[ andrew@pc01 dir ]$ ls thisisalongfilename <ENTER> 
thisisalongfilename 

You may have to hit <TAB> multiple times if there's an ambiguity: 

L andrew@pc01 dir ]$ ls a <TAB> 


[ andrew@pc01 dir ]$ ls an <TAB> 

anewfilename anotherlongfilename 

bash keeps a short history of the commands you've typed previously and lets you search through those 
commands by typing “*r (Ctrl+r): 

[ andrew@pc01 dir ] 

...hit *r (Ctrl+r) to search the command history... 

(reverse-i-search)>': 

...type ‘anew' and the last command containing this is found... 

(reverse-i-search)* anew': touch anewfilename 


Directory Trees, Disk Usage, and Processes 


mkdir -p / tree 
[ Back to Table of Contents ] 


mkdir, by default, only makes a single directory. This means that if, for instance, directory d/e doesn't 
exist, then d/e/f can't be made with mkdir by itself: 

L andrew@pc01 ex ]$ ls && mkdir d/e/f 

a be 

mkdir: cannot create directory 'd/e/f': No such file or directory 

But if we pass the -p flag to mkdir, it will make all directories in the path if they don't already exist: 
L andrew@pc01 ex ]$ mkdir -p d/e/f && ls 

a bcd 

tree can help you better visualise a directory's structure by printing a nicely-formatted directory tree. 
By default, it prints the entire tree structure (beginning with the specified directory), but you can 
restrict it to a certain number of levels with the -L flag: 

L andrew@pc01 ex ]$ tree -L 2 


3 directories, 2 files 

You can hide empty directories in tree's output with --prune. Note that this also removes "recursively 
empty" directories, or directories which aren't empty per se, but which contain only other empty 
directories, or other recursively empty directories: 

[ andrew@pc01 ex ]$ tree --prune 


|-- a 
~-- b 


df / du / ps 
[ Back to Table of Contents ] 


df is used to show how much space is taken up by files for the disks or your system (hard drives, etc.). 
L andrew@pc01 ex ]$ df -h 
Filesystem Size Used Avail Use% Mounted on 
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udev 126G @ 126G 0% /dev 
tmpfs 26G 2.0G 24G 8% /run 
/dev/mapper/ubuntu--vg-root 1.6T 1.3T 252G 84% / 


In the above command, -h doesn't mean "help", but "human-readable". Some commands use this convention to 
display file / disk sizes with K for kilobytes, G for gigabytes, and so on, instead of writing out a 
gigantic integer number of bytes. 


du shows file space usage for a particular directory and its subdirectories. If you want to know how much 
space is free on a given hard drive, use df; if you want to know how much space a directory is taking up, 
use du: 

[ andrew@pc01 ex ]$ du 


4 ./d/e/F 
8 ./d/e 
12 ./d 

4 ./C 

20 


du takes a --max-depth=N flag, which only shows directories N levels down (or fewer) from the specified 
directory: 
L andrew@pc01 ex ]$ du -h --max-depth=1 


12K ./d 
4.0K /C 
20K 


ps shows all of the user's currently-running processes (aka. jobs): 
L andrew@pc01 ex ]$ ps 
PID TTY TIME CMD 
16642 pts/15 00:00:00 ps 
25409 pts/15 00:00:00 bash 


Miscellaneous 


passwd / logout / exit 
[ Back to Table of Contents ] 


Change your account password with passwd. It will ask for your current password for verification, then ask 
you to enter the new password twice, so you don't make any typos: 

[ andrew@pc01 dir ]$ passwd 

Changing password for andrew. 


(current) UNIX password: <type current password> 
Enter new UNIX password: <type new password> 
Retype new UNIX password: <type new password again> 


passwd: password updated successfully 
logout exits a shell you’ve logged in to (where you have a user account): 
[ andrew@pc01 dir ]$ logout 


Session stopped 
- Press <return> to exit tab 
- Press R to restart session 
- Press S to save terminal output to file 
exit exits any kind of shell: 
[ andrew@pc01 ~ ]$ exit 
logout 


Session stopped 
- Press <return> to exit tab 
- Press R to restart session 
- Press S to save terminal output to file 


clear / * 
[ Back to Table of Contents ] 


Run clear to move the current terminal line to the top of the screen. This command just adds blank lines 
below the current prompt line. It's good for clearing your workspace. 


Use the glob (*, aka. Kleene Star, aka. wildcard) when looking for files. Notice the difference between 
the following two commands: 

L andrew@pc01 ~ ]$ ls Git/Parser/source/ 

PArrayUtils. java PFile. java PSQLFile. java PWatchman. java 
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PDateTimeUtils. java 


PDelimitedFile.java PNo 


de.java 


[ andrew@pc01 ~ ]$ ls Git/Parser/source/PD* 
Git/Parser/source/PDateTimeUtils. java Git/Parser/source/PDelimitedFile. java 

The glob can be used multiple times in a command and matches zero or more characers: 
L andrew@pc01 ~ ]$ ls Git/Parser/source/P*D*m* 
Git/Parser/source/PDateTimeUtils. java Git/Parser/source/PDelimitedFile. java 


Intermediate 
Disk, Memory, and Proces 


ncdu 
[ Back to Table of Conte 


sor Usage 


nts ] 


PFixedWidthFile.java PStringUtils.java 
PTextFile. java 


PXSVFile. java 
Parser. java 


ncdu (NCurses Disk Usage) provides a navigable overview of file space usage, like an improved du. It opens 
a read-only vim-like window (press q to quit): 


L andrew@pc01 ~ ]$ ncdu 


ncdu 1.11 ~ Use the arrow keys to navigate, press ? for help 


--- /home/andrew ------------------------------------------------------------- 
148.2 MiB ([#AHHHHHHHH] /.m2 
91.5 MiB [###### ] /.sbt 
79.8 MiB ([##### ] /.cache 
64.9 MiB [#### ] /.ivy2 
40.6 MiB [## ] /.sdkman 
30.2 MiB [## ] /. local 
27.4 MiB [# ] /.mozilla 
24.4 MiB [# ] /.nanobackups 
10.2 MiB [ J] .confout3.txt 
8.4 MiB [ ] /.config 
5.9 MiB [ ] /.nbi 
5.8 MiB [ ] /.oh-my-zsh 
4.3 MiB [ ] /Git 
3.7 MiB [ ] /.myshell 
1.7 MiB [ ] /jdoc 
1.5 MiB [ J] .confout2.txt 
1.5 MiB [ ] /.netbeans 
1.1 MiB [ ] /.jenv 
564.0 KiB [ ] /.rstudio-desktop 
Total disk usage: 552.7 MiB Apparent size: 523.6 MiB Items: 14618 
top / htop 


[ Back to Table of Contents ] 


top displays all currently-running processes and their owners, memory usage, and more. htop is an 
improved, interactive top. (Note: you can pass the -u username flag to restrict the displayed processes to 
only those owner by username. ) 

[ andrew@pc01 ~ ]$ htop 


1 o£ 0.0%] 9 [ 0.0%] 17 [ 0.0%] 25 [ 0.0%] 
2° of 0.0%] 10 [ 0.0%] 18 [ 0.0%] 26[ 0.0%] 
3 0.0%] 110 0.0%] 19 [ 0.0%] 27[ 0.0%] 
A Vf 0.0%] 12 [ 0.0%] 20[ 0.0%] 28[ 0.0% 
5 [ 0.0%] 13 [ 0.0%] 21 [| 1.3%] 29[ 0.0%] 
6 £ 0.0%] 14[ 0.0%] 22, 0.0%] 30 [| 0.6%] 
fe AE 0.0%] 15 [ 0.0%] 23[ 0.0%] 31[ 0.0% 
8 [ 0.0%] 16[ 0.0%] 24[ 0.0%] 32[ 0.0%] 
MemE | JIT IIIEEL LITTLE | [4.426/252G] Tasks: 188, 366 thr; 1 running 
SwpL | 2.47G/256G ] Load average: 0.00 0.00 0.00 
Uptime: 432 days(!), 00:03:55 
PID USER PRI NI VIRT RES SHR S CPU% MEM’  TIME+ Command 
9389 andrew 20 © 23344 3848 2848 R 1.3 0.0 0:00.10 htop 
10103 root 20 © 3216M 17896 2444S 0.7 0.0 5h48:56 /usr/bin/dockerd 
1 root 20 © 181M 4604 2972S 0.0 0.0 15:29.66 /lib/systemd/syst 
533 root 20 © 44676 6908 6716S 0.0 0.0 11:19.77 /lib/systemd/syst 
546 root 20 0 244M 0 0S 0.0 0.0 0:01.39 /sbin/lvmetad -f 
1526 root 20 © 329M 2252 1916S 0.0 0.0 0:00.00 /usr/sbin/ModemMa 
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1544 root 20 © 329M 2252 1916S 0.0 0.0 0:00.06 /usr/sbin/ModemMa 
FiHelp F2Setup F3SearchF4FilterF5Tree F6SortByF7Nice -F8Nice +F9Kill Fi0Quit 


REPLs and Software Versions 


REPLs 
[ Back to Table of Contents ] 


A REPL is a Read-Evaluate-Print Loop, similar to the command line, but usually used for particular 
programming languages. 


You can open the Python REPL with the python command (and quit with the quit() function): 
[ andrew@pc01 ~ J$ python 

Python 3.5.2 (default, Nov 12 2018, 13:43:14) 

>>> quit() 

Open the R REPL with the R command (and quit with the q() function): 

L andrew@pc01 ~ ]$ R 

R version 3.5.2 (2018-12-20) --"Eggshell Igloo" 

> q() 

Save workspace image? [y/n/c]: n 

Open the Scala REPL with the scala command (and quit with the :quit command): 

L andrew@pc01 ~ ]$ scala 

Welcome to Scala 2.11.12 ... 

scala> :quit 

Open the Java REPL with the jshell command (and quit with the /exit command): 

[ andrew@pc01 ~ ]$ jshell 

| Welcome to JShell--Version 11.0.1 ... 

jshell> /exit 

Alternatively, you can exit any of these REPLs with “d (Ctrl+d). “d is the EOF (end of file) marker on 
Unix and signifies the end of input. 


-version / --version / -v 
[ Back to Table of Contents ] 


Most commands and programs have a -version or --version flag which gives the software version of that 
command or program. Most applications make this information easily available: 

[ andrew@pc01 ~ ]$ ls --version 

ls (GNU coreutils) 8.25 ... 


L andrew@pc01 ~ ]$ ncdu -version 
ncdu 1.11 


[ andrew@pc01 ~ ]$ python --version 
Python 3.5.2 

...but some are less intuitive: 

[ andrew@pc01 ~ ]$ sbt scalaVersion 


Linfo] 2.12.4 
Note that some programs use -v as a version flag, while others use -v to mean "verbose", which will run 
the application while printing lots of diagnostic or debugging information: 


SCP(1) BSD General Commands Manual SCP(1) 
NAME 

scp -- secure copy (remote file copy program) 
-V Verbose mode. Causes scp and ssh(1) to print debugging messages 


about their progress. This is helpful in debugging connection, 
authentication, and configuration problems. 


Environment Variables and Aliases 


Environment Variables 
[ Back to Table of Contents ] 


Environment variables (sometimes shortened to "env vars") are persistent variables that can be created and 
used within your bash shell. They are defined with an equals sign (=) and used with a dollar sign ($). You 
can see all currently-defined env vars with printenv: 

[ andrew@pc01 ~ ]$ printenv 
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SPARK_HOME=/usr/local/spark 
TERM=xterm 


Set a new environment variable with an = sign (don't put any spaces before or after the =, though! ): 

L andrew@pc01 ~ ]$ myvar=hello 

Print a specific env var to the terminal with echo and a preceding $ sign: 

[ andrew@pc01 ~ ]$ echo $myvar 

hello 

Environment variables which contain spaces or other whitespace should be surrounded by quotes ("..."). 
Note that reassigning a value to an env var overwrites it without warning: 

[ andrew@pc01 ~ ]$ myvar="hello, world!" && echo $myvar 

hello, world! 

Env vars can also be defined using the export command. When defined this way, they will also be available 
to sub-processes (commands called from this shell): 

[ andrew@pc01 ~ ]$ export myvar="another one" && echo $myvar 

another one 

You can unset an environment variable by leaving the right-hand side of the = blank or by using the unset 
command: 

[ andrew@pc01 ~ ]$ unset mynewvar 


L andrew@pc01 ~ ]$ echo $mynewvar 


Aliases 
[ Back to Table of Contents ] 


Aliases are similar to environment variables but are usually used in a different way -- to replace long 
commands with shorter ones: 

[ andrew@pc01 apidocs J$ ls -l -a -h -t 

total 220K 

drwxr-xr-x 5 andrew andrew 4.0K Dec 21 12:37 . 

-rw-r--r-- 1 andrew andrew 9.9K Dec 21 12:37 help-doc.html 

-rw-r--r-- 1 andrew andrew 4.5K Dec 21 12:37 script.js 


L andrew@pc01 apidocs ]$ alias lc="1ls -l -a -h -t" 


L andrew@pc01 apidocs ]$ lc 

total 220K 

drwxr-xr-x 5 andrew andrew 4.0K Dec 21 12:37 . 

-rw-r--r-- 1 andrew andrew 9.9K Dec 21 12:37 help-doc.html 
-rw-r--r-- 1 andrew andrew 4.5K Dec 21 12:37 script.js 


You can remove an alias with unalias: 
[ andrew@pc01 apidocs ]$ unalias lc 


[ andrew@pc01 apidocs ]$ lc 
The program 'lc' is currently not installed. 
Bonus: 


Read about the subtle differences between environment variables and aliases here. 


Some programs, like git, allow you to define aliases specifically for that software. 


Basic bash Scripting 


bash Scripts 
[ Back to Table of Contents ] 


bash scripts (usually ending in .sh) allow you to automate complicated processes, packaging them into 
reusable functions. A bash script can contain any number of normal shell commands: 

L andrew@pc01 ~ ]$ echo "ls && touch file && 1s" > ex.sh 

A shell script can be executed with the source command or the sh command: 

[ andrew@pc01 ~ ]$ source ex.sh 

Desktop Git TEST c ex.sh project test 

Desktop Git TEST c ex.sh file project test 

Shell scripts can be made executable with the chmod command (more on this later): 

[ andrew@pc01 ~ ]$ echo "ls && touch file2 && ls" > ex2.sh 


[ andrew@pc01 ~ ]$ chmod +x ex2.sh 
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An executable shell script can be run by preceding it with ./: 
[ andrew@pcO1 ~ ]$ ./ex2.sh 

Desktop Git TEST c ex.sh ex2.sh file project test 
Desktop Git TEST c ex.sh ex2.sh file file2 project test 
Long lines of code can be split by ending a command with \: 

[ andrew@pc01 ~ ]$ echo "for i in {1..3}; do echo \ 

> \"Welcome \$i times\"; done" > ex3.sh 

Bash scripts can contain loops, functions, and more! 

[ andrew@pc01 ~ ]$ source ex3.sh 

Welcome 1 times 

Welcome 2 times 

Welcome 3 times 





Custom Prompt and ls 
[ Back to Table of Contents ] 


Bash scripting can make your life a whole lot easier and more colourful. Check out this great bash 
scripting cheat sheet. 


$PS1 (Prompt String 1) is the environment variable that defines your main shell prompt (learn about the 
other prompts here): 

[ andrew@pc01 ~ ]$ printf "%q" $PS1 
$'\An\\LANELIm\\IJ\\L\EL30m\\I\\A' S$! \ALAEL37m\\ I [| \\LNEL36m\\ J\\U\ALA\EL37m\\ J@\\LAEL34m\\ J\\h' $' \AL\EL32m\\]\ 
\WAALAEL37m\\] | '$'\\L\E(B\ELm\\ I‘ 

You can change your default prompt with the export command: 

L andrew@pc01 ~ ]$ export PS1="\ncommand here> " 


command here> echo $PS1 

\ncommand here> 

...you can add colours, too!: 

command here> export PS1="\e[1;31m\nCODE: \e[39m" 


# (this should be red, but it may not show up that way in Markdown) 

CODE: echo $PS1 

\e[1;34m\nCODE: \e[39m 

You can also change the colours shown by ls by editing the $LS_COLORS environment variable: 
# (again, these colours might not show up in Markdown) 

CODE: ls 

Desktop Git TEST c ex.sh ex2.sh ex3.sh file file2 project test 


CODE: export LS_COLORS='di=31: fi=0: ln=96: or=31:mi=31:ex=92' 


CODE: ls 
Desktop Git TEST c ex.sh ex2.sh ex3.sh file file2 project test 


Config Files 


Config Files / .bashrc 
[ Back to Table of Contents ] 


If you tried the commands in the last section and logged out and back in, you may have noticed that your 
changes disappeared. config (configuration) files let you maintain settings for your shell or for a 
particular program every time you log in (or run that program). The main configuration file for a bash 
shell is the ~/.bashrce file. Aliases, environment variables, and functions added to ~/.bashrc will be 
available every time you log in. Commands in ~/.bashrc will be run every time you log in. 


If you edit your ~/.bashrc file, you can reload it without logging out by using the source command: 
[ andrew@pc01 ~ ]$ nano ~/.bashrc 

...add the line echo “x/.bashrc loaded!” to the top of the file... 

[ andrew@pc01 ~ ]$ source ~/.bashrc 

~/.bashrc loaded! 

...log out and log back in... 

Last login: Fri Jan 11 10:29:07 2019 from 111.11.11.111 

~/.bashrc loaded! 


L andrew@pc01 ~ ] 


Types of Shells 
[ Back to Table of Contents ] 
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Login shells are shells you log in to (where you have a username). Interactive shells are shells which 
accept commands. Shells can be login and interactive, non-login and non-interactive, or any other 
combination. 


In addition to ~/.bashrc, there are a few other scripts which are sourced by the shell automatically when 
you log in or log out. These are: 


/etc/profile 

~/.bash_profile 

~/.bash_login 

~/.profile 

~/.bash_logout 

/etc/bash.bash_logout 

Which of these scripts are sourced, and the order in which they're sourced, depend on the type of shell 
opened. See the bash man page and these Stack Overflow posts for more information. 


Note that bash scripts can source other scripts. For instance, in your ~/.bashrc, you could include the 
Line: 

source ~/.bashrc_addl 

...which would also source that .bashrc_addl script. This file can contain its own aliases, functions, 
environment variables, and so on. It could, in turn, source other scripts, as well. (Be careful to avoid 
infinite loops of script-sourcing! ) 


It may be helpful to split commands into different shell scripts based on functionality or machine type 
(Ubuntu vs. Red Hat vs. macOS), for example: 


~/.bash_ubuntu -- configuration specific to Ubuntu-based machines 
~/.bashrc_styles -- aesthetic settings, like PS1 and LS_COLORS 
~/.bash_java -- configuration specific to the Java language 


I try to keep separate bash files for aesthetic configurations and OS- or machine-specific code, and then 
I have one big bash file containing shortcuts, etc. that I use on every machine and every OS. 


Note that there are also different shells. bash is just one kind of shell (the "Bourne Again Shell"). 
Other common ones include zsh, csh, fish, and more. Play around with different shells and find one that's 
right for you, but be aware that this tutorial contains bash shell commands only and not everything listed 
here (maybe none of it) will be applicable to shells other than bash. 


Finding Things 


whereis / which / whatis 
[ Back to Table of Contents ] 


whereis searches for "possibly useful" files related to a particular command. It will attempt to return 
the location of the binary (executable machine code), source (code source files), and man page for that 
command: 

[ andrew@pc01 ~ ]$ whereis ls 

ls: /bin/ls /usr/share/man/mani1/ls.1.gz 

which will only return the location of the binary (the command itself): 

[ andrew@pc01 ~ ]$ which ls 

/bin/1s 

whatis prints out the one-line description of a command from its man page: 

[ andrew@pc01 ~ ]$ whatis whereis which whatis 


whereis (1) - locate the binary, source, and manual page files for a command 
which (1) - locate a command 
whatis (1) - display one-line manual page descriptions 


which is useful for finding the "original version" of a command which may be hidden by an alias: 
L andrew@pc01 ~ ]$ alias ls="lLs -1" 


# “original” ls has been “hidden” by the alias defined above 
L andrew@pc01 ~ ]$ ls 

total 36 

drwxr-xr-x 2 andrew andrew 4096 Jan 9 14:47 Desktop 
drwxr-xr-x 4 andrew andrew 4096 Dec 6 10:43 Git 


# but we can still call “original” ls by using the location returned by which 
[ andrew@pc01 ~ ]$ /bin/1s 
Desktop Git TEST c ex.sh ex2.sh ex3.sh file file2 project test 
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locate / find 
[ Back to Table of Contents ] 





locate finds a file anywhere on the system by referring to a semi-regularly-updated cached list of files: 
[ andrew@pc01 ~ ]$ locate README.md 

/home/andrew/.config/micro/plugins/gotham-colors/README . md 

/home/andrew/ . jenv/README .md 

/home/andrew/.myshell/README .md 


Because it's just searching a list, locate is usually faster than the alternative, find. find iterates 
through the file system to find the file you're looking for. Because it's actually looking at the files 
which currently exist on the system, though, it will always return an up-to-date list of files, which is 
not necessarily true with locate. 

[ andrew@pc01 ~ ]$ find ~/ -iname "README.md" 

/home/andrew/. jenv/README .md 

/home/andrew/.config/micro/plugins/gotham-colors/README .md 

/home/andrew/.oh-my-zsh/plugins/ant/README .md 


find was written for the very first version of Unix in 1971, and is therefore much more widely available 
than locate, which was added to GNU in 1994. 


find has many more features than locate, and can search by file age, size, ownership, type, timestamp, 
permissions, depth within the file system; find can search using regular expressions, execute commands on 
files it finds, and more. 


When you need a fast (but possibly outdated) list of files, or you’re not sure what directory a particular 
file is in, use locate. When you need an accurate file list, maybe based on something other than the 
files’ names, and you need to do something with those files, use find. 


Downloading Things 


ping / wget / curl 
[ Back to Table of Contents ] 


ping attempts to open a line of communication with a network host. Mainly, it's used to check whether or 
not your Internet connection is down: 

[ andrew@pc01 ~ ]$ ping google.com 

PING google.com (74.125.193.100) 56(84) bytes of data. 

Pinging 74.125.193.100 with 32 bytes of data: 

Reply from 74.125.193.100: bytes=32 time<ims TTL=64 


wget is used to easily download a file from the Internet: 

[ andrew@pc01 ~ ]$ wget \ 

> http://releases.ubuntu.com/18.10/ubuntu-18.10-desktop-amd64.iso 

curl can be used just like wget (don’t forget the --output flag): 

[ andrew@pc01 ~ ]$ curl \ 

> http://releases.ubuntu.com/18.10/ubuntu-18.10-desktop-amd64.iso \ 

> --output ubuntu.iso 

curl and wget have their own strengths and weaknesses. curl supports many more protocols and is more 
widely available than wget; curl can also send data, while wget can only receive data. wget can download 
files recursively, while curl cannot. 


In general, I use wget when I need to download things from the Internet. I don’t often need to send data 
using curl, but it’s good to be aware of it for the rare occasion that you do. 


apt / gunzip / tar / gzip 
[ Back to Table of Contents ] 


Debian-descended Linux distributions have a fantastic package management tool called apt. It can be used 
to install, upgrade, or delete software on your machine. To search apt for a particular piece of software, 
use apt search, and install it with apt install: 
[ andrew@pc01 ~ ]$ apt search bleachbit 
...bleachbit/bionic,bionic 2.0-2 all 

delete unnecessary files from the system 


# you need to 'sudo' to install software 
L andrew@pc01 ~ ]$ sudo apt install bleachbit 
Linux software often comes packaged in .tar.gz ("tarball") files: 
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[ andrew@pc01 ~ ]$ wget \ 

> https://github.com/atom/atom/releases/download/v1.35.0-beta0/atom-amd64.tar.gz 

...these types of files can be unzipped with gunzip: 

[ andrew@pc01 ~ ]$ gunzip atom-amd64.tar.gz && ls 

atom-amd64. tar 

A .tar.gz file will be gunzip-ped to a .tar file, which can be extracted to a directory of files using tar 
-xf (-x for "extract", -f to specify the file to "“untar"): 

L andrew@pc01 ~ ]$ tar -xf atom-amd64.tar && mv \ 

atom-beta-1.35.0-beta0-amd64 atom && ls 

atom atom-amd64.tar 

To go in the reverse direction, you can create (-c) a tar file from a directory and zip it (or unzip it, 
aS appropriate) with -z: 

[ andrew@pc01 ~ ]$ tar -zcf compressed.tar.gz atom && ls 

atom atom-amd64.tar compressed.tar.gz 

.tar files can also be zipped with gzip: 

[ andrew@pc01 ~ ]$ gzip atom-amd64.tar && ls 

atom atom-amd64.tar.gz compressed.tar.gz 





Redirecting Input and Output 


| / > / < / echo / printf 
[ Back to Table of Contents ] 


By default, shell commands read their input from the standard input stream (aka. stdin or @) and write to 
the standard output stream (aka. stdout or 1), unless there’s an error, which is written to the standard 
error stream (aka. stderr or 2). 


echo writes text to stdout by default, which in most cases will simply print it to the terminal: 
L andrew@pc01 ~ ]$ echo "hello" 
hello 
The pipe operator, |, redirects the output of the first command to the input of the second command: 
# 'wc' (word count) returns the number of lines, words, bytes ina file 
[ andrew@pc01 ~ ]$ echo “example document" | wc 
1 2 17 
> redirects output from stdout to a particular location 
L andrew@pc01 ~ ]$ echo "test" > file && head file 
test 
printf is an improved echo, allowing formatting and escape sequences: 
[ andrew@pc01 ~ ]$ printf "1\n3\n2" 
1 
3 
2 
< gets input from a particular location, rather than stdin: 
# 'sort' sorts the lines of a file alphabetically / numerically 
[ andrew@pc01 ~ ]$ sort <(printf "1\n3\n2") 
1 
2 
3 
Rather than a UUOC, the recommended way to send the contents of a file to a command is to use <. Note that 
this causes data to "flow" right-to-left on the command line, rather than (the perhaps more natural, for 
English-speakers) left-to-right: 
[ andrew@pc01 ~ ]$ printf "1\n3\n2" > file && sort < file 
1 
2 
3 


0 /1/2/ tee 
[ Back to Table of Contents ] 


©, 1, and 2 are the standard input, output, and error streams, respectively. Input and output streams can 
be redirected with the |, >, and < operators mentioned previously, but stdin, stdout, and stderr can also 
be manipulated directly using their numeric identifiers: 


Write to stdout or stderr with >&1 or >&2: 

L andrew@pc01 ~ ]$ cat test 

echo "stdout" >&1 

echo "stderr" >&2 

By default, stdout and stderr both print output to the terminal: 
[ andrew@pc01 ~ ]$ ./test 

stderr 
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stdout 

Redirect stdout to /dev/null (only print output sent to stderr): 

L andrew@pc01 ~ ]$ ./test 1>/dev/null 

stderr 

Redirect stderr to /dev/null (only print output sent to stdout): 

L andrew@pc01 ~ ]$ ./test 2>/dev/null 

stdout 

Redirect all output to /dev/null (print nothing): 

L andrew@pc01 ~ ]$ ./test &/dev/null 

Send output to stdout and any number of additional locations with tee: 
[ andrew@pc01 ~ ]$ ls && echo "test" | tee file1 file2 file3 & ls 
filed 

test 

fileO filet file2 file3 





Advanced 
Superuser 


sudo / Su 
[ Back to Table of Contents ] 


You can check what your username is with whoami: 

[ andrew@pc01 abc ]$ whoami 

andrew 

...and run a command as another user with sudo -u username (you will need that user's password): 
L andrew@pc01 abc ]$ sudo -u test touch def && ls -l 

total 0 

-rw-r--r-- 1 test test 0 Jan 11 20:05 def 

If -u is not provided, the default user is the superuser (usually called "root"), with unlimited 
permissions: 

[ andrew@pc01 abc ]$ sudo touch ghi && ls -l 

total 0 

-rw-r--r-- 1 test test 0 Jan 11 20:05 def 

-rw-r--r-- 1 root root © Jan 11 20:14 ghi 

Use su to become another user temporarily (and exit to switch back): 

L andrew@pc01 abc ]$ su test 

Password: 

test@pc01: /home/andrew/abc$ whoami 

test 

test@pc01:/home/andrew/abc$ exit 

exit 


L andrew@pc01 abc ]$ whoami 
andrew 
Learn more about the differences between sudo and su here. 


tt 
[ Back to Table of Contents ] 


The superuser (usually "root") is the only person who can install software, create users, and so on. 
Sometimes it's easy to forget that, and you may get an error: 

[ andrew@pc01 ~ ]$ apt install ruby 

E: Could not open lock file /var/lib/dpkg/lock-frontend - open (13: Permission denied) 
E: Unable to acquire the dpkg frontend lock (/var/lib/dpkg/lock-frontend), are you root? 
You could retype the command and add sudo at the front of it (run it as the superuser): 
[ andrew@pc01 ~ ]$ sudo apt install ruby 

Reading package lists... 

Or, you could use the !! shortcut, which retains the previous command: 

[ andrew@pc01 ~ ]$ apt install ruby 

E: Could not open lock file /var/lib/dpkg/lock-frontend - open (13: Permission denied) 
E: Unable to acquire the dpkg frontend lock (/var/lib/dpkg/lock-frontend), are you root? 


L andrew@pc01 ~ ]$ sudo !! 

sudo apt install ruby 

Reading package lists... 

By default, running a command with sudo (and correctly entering the password) allows the user to run 
superuser commands for the next 15 minutes. Once those 15 minutes are up, the user will again be prompted 
to enter the superuser password if they try to run a restricted command. 
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File Permissions 


File Permissions 
[ Back to Table of Contents ] 


Files may be able to be read (r), written to (w), and/or executed (x) by different users or groups of 
users, or not at all. File permissions can be seen with the ls -l command and are represented by 10 
characters: 

L andrew@pc01 ~ ]$ ls -lh 

total 8 

drwxr-xr-x 4 andrew andrew 4.0K Jan 4 19:37 tast 

-rwxr-xr-x 1 andrew andrew 40 Jan 11 16:16 test 

-rw-r--r-- 1 andrew andrew © Jan 11 16:34 tist 

The first character of each line represents the type of file, (d = directory, l = link, - = regular file, 
and so on); then there are three groups of three characters which represent the permissions held by the 
user (u) who owns the file, the permissions held by the group (g) which owns the file, and the permissions 
held any other (0) users. (The number which follows this string of characters is the number of links in 
the file system to that file (4 or 1 above).) 


r means that person / those people have read permission, w is write permission, x is execute permission. 
If a directory is “executable”, that means it can be opened and its contents can be listed. These three 
permissions are often represented with a single three-digit number, where, if x is enabled, the number is 
incremented by 1, if w is enabled, the number is incremented by 2, and if r is enabled, the number is 
incremented by 4. Note that these are equivalent to binary digits (r-x -> 101 -> 5, for example). So the 
above three files have permissions of 755, 755, and 644, respectively. 


The next two strings in each list are the name of the owner (andrew, in this case) and the group of the 
owner (also andrew, in this case). Then comes the size of the file, its most recent modification time, and 
its name. The -h flag makes the output human readable (i.e. printing 4.0K instead of 4096 bytes). 


chmod / chown 
[ Back to Table of Contents ] 


File permissions can be modified with chmod by setting the access bits: 
[ andrew@pc01 ~ ]$ chmod 777 test && chmod 000 tist && ls -lh 
total 8.0K 

drwxr-xr-x 4 andrew andrew 4.0K Jan 4 19:37 tast 

-rwxrwxrwx 1 andrew andrew 40 Jan 11 16:16 test 

-ann--- HH 1 andrew andrew © Jan 11 16:34 tist 

...or by adding (+) or removing (-) r, w, and x permissions with flags: 
L andrew@pc01 ~ ]$ chmod +rwx tist && chmod -w test && ls -lh 
chmod: test: new permissions are r-xrwxrwx, not r-xr-xr-x 
total 8.0K 

drwxr-xr-x 4 andrew andrew 4.0K Jan 4 19:37 tast 

-r-xrwxrwx 1 andrew andrew 40 Jan 11 16:16 test 

-rwxr-xr-x 1 andrew andrew © Jan 11 16:34 tist 

The user who owns a file can be changed with chown: 

[ andrew@pc01 ~ ]$ sudo chown marina test 

The group which owns a file can be changed with chgrp: 

[ andrew@pc01 ~ ]$ sudo chgrp hadoop tist && ls -1th 

total 8.0K 

drwxr-xr-x 4 andrew andrew 4.0K Jan 4 19:37 tast 

-----w--w- 1 marina andrew 40 Jan 11 16:16 test 

-rwxr-xr-x 1 andrew hadoop © Jan 11 16:34 tist 


User and Group Management 


Users 
[ Back to Table of Contents ] 


users shows all users currently logged in. Note that a user can be logged in multiple times if -- for 
instance -- they're connected via multiple ssh sessions. 

L andrew@pc01 ~ ]$ users 

andrew colin colin colin colin colin krishna krishna 

To see all users (even those not logged in), check /etc/passwd. (WARNING: do not modify this file! You can 
corrupt your user accounts and make it impossible to log in to your system. ) 

L andrew@pc01 ~ ]$ alias au="cut -d: -f1 /etc/passwd \ 
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> | sort | uniq" && au 
_apt 
anaid 
andrew... 
Add a user with useradd: 
[ andrew@pc01 ~ ]$ sudo useradd aardvark && au 
_apt 
aardvark 
anaid... 
Delete a user with userdel: 
[ andrew@pc01 ~ ]$ sudo userdel aardvark && au 
_apt 
anaid 
andrew... 
Change a user’s default shell, username, password, or group membership with usermod. 


Groups 
[ Back to Table of Contents ] 


groups shows all of the groups of which the current user is a member: 
[ andrew@pc01 ~ ]$ groups 

andrew adm cdrom sudo dip plugdev lpadmin sambashare hadoop 
To see all groups on the system, check /etc/group. (DO NOT MODIFY this file unless you know what you are 
doing. ) 

[ andrew@pc01 ~ ]$ alias ag=“cut -d: -f1 /etc/group \ 

> | sort” && ag 

adm 

anaid 

andrew... 

Add a group with groupadd: 

[ andrew@pc01 ~ ]$ sudo groupadd aardvark && ag 

aardvark 

adm 

anaid... 

Delete a group with groupdel: 

[ andrew@pc01 ~ ]$ sudo groupdel aardvark && ag 

adm 

anaid 

andrew... 

Change a group’s name, ID number, or password with groupmod. 


Text Processing 


uniq / sort / diff / cmp 
[ Back to Table of Contents ] 


uniq can print unique lines (default) or repeated lines: 
[ andrew@pcO1 man ]$ printf "1\n2\n2" > a & \> printf "1\n3\n2" > b 


[ andrew@pc01 man ]$ uniq a 

1 

2 

sort will sort lines alphabetically / numerically: 
L andrew@pc01 man ]$ sort b 

1 

2 

3 

diff will report which lines differ between two files: 
L andrew@pc01 man ]$ diff ab 

2c2 

<2 

> 3 

cmp reports which bytes differ between two files: 
[ andrew@pc01 man ]$ cmp a b 

a b differ: char 3, line 2 


cut / sed 
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cut is usually used to cut a line into sections on some delimiter (good for CSV processing). -d specifies 
the delimiter and -f specifies the field index to print (starting with 1 for the first field): 
[ andrew@pc01 man ]$ printf "137.99.234.23" > c 


L andrew@pc01 man ]$ cut -d'.' c -fl 

137 

sed is commonly used to replace a string with another string in a file: 

[ andrew@pc01 man ]$ echo "old" | sed s/old/new/ 

new 

...but sed is an extremely powerful utility, and cannot be properly summarised here. It’s actually Turing- 
complete, so it can do anything that any other programming language can do. sed can find and replace based 
on regular expressions, selectively print lines of a file which match or contain a certain pattern, edit 
text files in-place and non-interactively, and much more. 


A few good tutorials on sed include: 


https://www.tutorialspoint.com/sed/ 
http://www. grymoire.com/Untx/Sed. html 
https: //www.computerhope. com/unix/used.htm 


Pattern Matching 


grep 
[ Back to Table of Contents ] 


The name grep comes from g/re/p (search globally for a regular expression and print it); it’s used for 
finding text in files. 


grep is used to find lines of a file which match some pattern: 

[ andrew@pc01 ~ ]$ grep -e ".*fi.*" /etc/profile 

# /etc/profile: system-wide .profile file for the Bourne shell (sh(1)) 
# The file bash.bashrc already sets the default PS1. 
fi 
fi 


...or contain some word: 

[ andrew@pc01 ~ ]$ grep "andrew" /etc/passwd 

andrew: x:1000:1000: andrew, , ,:/home/andrew: /bin/bash 

grep is usually the go-to choice for simply finding matching lines in a file, if you’re planning on 
allowing some other program to handle those lines (or if you just want to view them). 


grep allows for (-E) use of extended regular expressions, (-F) matching any one of multiple strings at 
once, and (-r) recursively searching files within a directory. These flags used to be implemented as 
separate commands (egrep, fgrep, and rgrep, respectively), but those commands are now deprecated. 


Bonus: see the origins of the names of a few famous bash commands 


awk 
[ Back to Table of Contents ] 


awk is a pattern-matching language built around reading and manipulating delimited data files, like CSV 
files. 


As a rule of thumb, grep is good for finding strings and patterns in files, sed is good for one-to-one 
replacement of strings in files, and awk is good for extracting strings and patterns from files and 
analysing them. 


As an example of what awk can do, here’s a file containing two columns of data: 

[ andrew@pc01 ~ ]$ printf "A 10\nB 20\nC 60" > file 

Loop over the lines, add the number to sum, increment count, print the average: 

[ andrew@pc01 ~ ]$ awk 'BEGIN {sum=0; count=0; OFS=" "} {sum+=$2; count++} END {print "Average:", sum/ 
count}' file 

Average: 30 

sed and awk are both Turing-complete languages. There have been multiple books written about each of them. 
They can be extremely useful with pattern matching and text processing. I really don’t have enough space 
here to do either of them justice. Go read more about them! 
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Bonus: learn about some of the differences between sed, grep, and awk 





Copying Files Over ssh 


ssh / scp 
[ Back to Table of Contents ] 


ssh is how Unix-based machines connect to each other over a network: 

[ andrew@pc01 ~ ]$ ssh -p <port> andrew@137.xxx.xxx.89 

Last login: Fri Jan 11 12:30:52 2019 from 137.xxx.xxx.199 

Notice that my prompt has changed as I’m now on a different machine: 

[ andrew@pc02 ~ ]$ exit 

logout 

Connection to 137.xxx.xxx.89 closed. 

Create a file on machine 1: 

L andrew@pc01 ~ ]$ echo "hello" > hello 

Copy it to machine 2 using scp (secure copy; note that scp uses -P for a port #, ssh uses -p) 
L andrew@pc01 ~ ]$ scp -P <port> hello andrew@137.xxx.xxx.89:~ 

hello 100% 0 0.0KB/s 00:00 
ssh into machine 2: 

[ andrew@pc02 ~ ]$ ssh -p <port> andrew@137.xxx.xxx.89 

Last login: Fri Jan 11 22:47:37 2019 from 137.xxx.xxx.79 

The file’s there! 

[ andrew@pc02 ~ ]$ ls 

hello multi xargs 


[ andrew@pc02 ~ ]$ cat hello 
hello 


rsync 
[ Back to Table of Contents ] 


rsync is a file-copying tool which minimises the amount of data copied by looking for deltas (changes) 
between files. 


Suppose we have two directories: d, with one file, and s, with two files: 
[ andrew@pc01 d ]$ ls && ls ../s 

f0 

fO fi 

Sync the directories (copying only missing data) with rsync: 
L andrew@pc01 d ]$ rsync -av ../s/* . 

sending incremental file list... 

d now contains all files that s contains: 

L andrew@pc01 d ]$ ls 

fO f1 

rsync can be performed over ssh as well: 

L andrew@pc02 r ]$ ls 


[ andrew@pc02 r ]$ rsync -avz -e "Ssh -p <port>" andrew@137.xxx.xxx.79:0/s/* . 
receiving incremental file list 

FO 

f1 


sent 62 bytes received 150 bytes 141.33 bytes/sec 
total size is 0 speedup is 0.00 


L andrew@pc02 r ]$ 1s 
fO f1 


Long-Running Processes 


yes / nohup / ps / kill 
[ Back to Table of Contents ] 


Sometimes, ssh connections can disconnect due to network or hardware problems. Any processes initialized 
through that connection will be “hung up” and terminate. Running a command with nohup insures that the 
command will not be hung up if the shell is closed or if the network connection fails. 


Run yes (continually outputs "y" until it’s killed) with nohup: 
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L andrew@pc01 ~ ]$ nohup yes & 

[1] 13173 

ps shows a list of the current user’s processes (note PID number 13173): 
[ andrew@pc01 ~ ]$ ps | sed -n '/yes/p' 

13173 pts/10 00:00:12 yes 

...log out and log back into this shell... 





The process has disappeared from ps! 
[ andrew@pc01 ~ ]$ ps | sed -n '/yes/p' 


But it still appears in top and htop output: 

[ andrew@pc01 ~ ]$ top -bn 1 | sed -n '/yes/p' 

13173 andrew 20 «0 4372 704 636 D 25.0 0.0 0:35.99 yes 
Kill this process with -9 followed by its process ID (PID) number: 

L andrew@pc01 ~ ]$ kill -9 13173 

It no longer appears in top, because it’s been killed: 

[ andrew@pc01 ~ ]$ top -bn 1 | sed -n '/yes/p' 


cron / crontab / >> 
[ Back to Table of Contents ] 


cron provides an easy way of automating regular, scheduled tasks. 


You can edit your cron jobs with crontab -e (opens a text editor). Append the line: 

xk * &* * date >> ~/datefile.txt 

This will run the date command every minute, appending (with the >> operator) the output to a file: 

L andrew@pc02 ~ ]$ head ~/datefile.txt 

Sat Jan 12 14:37:01 GMT 2019 

Sat Jan 12 14:38:01 GMT 2019 

Sat Jan 12 14:39:01 GMT 2019... 

Just remove that line from the crontab file to stop the job from running. cron jobs can be set up to run 
at particular minutes of each hour (0-59), particular hours of each day (0-23), particular days of each 
month (1-31), particular months of each year (1-12), or particular days of each week (0-6, Sun-Sat). This 
is what the five stars at the beginning of the command above represent, respectively. Replace them with 
specific numbers to run them on particular days or at particular times. 


If a job is to be run irrespective of, for instance, the day of the week, then the position that 
represents the day of the week (the 5th position) should contain a star (*). This is why the command above 
runs every minute (the smallest interval available). cron jobs can be set up to run only when the system 
is rebooted, with @reboot replacing the stars/numbers. Jobs can also be run a specific number of times per 
hour or day or at multiple specific times per hour / day / week / month / etc. 


Check out this tutorial for more info. 


Miscellaneous 


pushd / popd 
[ Back to Table of Contents ] 


Use pushd and popd to maintain a directory stack, instead of cd-ing everywhere. 


Start in the home directory -- this will be the bottom directory in our “stack”: 
[ andrew@pc01 ~ ]$ pwd 
/home/andrew 


Move to this directory with a long name, “push” it onto the stack with pushd: 

[ andrew@pc01 ~ ]$ pushd /etc/java/security/security.d/ 

/etc/java/security/security.d ~ 

Move to a third directory and add it to the stack: 

[ andrew@pc01 security.d ]$ pushd ~/test/ 

~/test /etc/java/security/security.d ~ 

When a new directory is added to the stack, it is added to the left-hand side of the list printed by 
pushd. To "pop" the top directory off (return to the most recent directory we added), we can use the popd 
command. 


“Pop” off the top directory, move to the next one down the stack with popd: 
[ andrew@pc01 test ]$ popd 
/etc/java/security/security.d ~ 
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[ andrew@pc01 security.d ]$ pwd 

/etc/java/security/security.d 

Pop another directory off the stack and we’ve back to where we started: 
[ andrew@pc01 security.d ]$ popd 


nN 





L andrew@pc01 ~ ]$ pwd 
/home/andrew 


xdg-open 
[ Back to Table of Contents ] 


xdg-open opens a file with the default application (which could be a GUI program). It's a really useful 
tool for opening HTML documents from the command line. It's the Unix equivalent of macOS's open command: 
[ andrew@pc01 security.d ]$ xdg-open index.html 


xargs 
[ Back to Table of Contents ] 


xargs vectorises commands, running them over any number of arguments in a loop. 


ls this directory, its parent directory, and its grandparent directory: 
L andrew@pc01 ~ ]$ export lv=".\n..\n../.." 


[ andrew@pc01 ~ ]$ printf $lv | xargs ls 


multi file 


anaid andrew colin... 


select 
bin dev index... 
Arguments can be run through a chain of commands with the -I flag. 


pwd this directory, its parent directory, and its grandparent directory by cd-ing into each directory 
first: 

[ andrew@pc01 ~ ]$ printf $lv | xargs -I % sh -c ‘cd %; pwd %' 

/home/andrew 

/home 

/ 

Here’s a great tutorial on xargs. 


Bonus: Fun But Mostly Useless Things 


w / write / wall / lynx 
[ Back to Table of Contents ] 


w is a more detailed who, showing who’s logged in and what they’re doing: 

[ andrew@pc01 ~ ]$ w 

17:32:42 up 434 days, 3:11, 8 users, load average: 2.32, 2.46, 2.57 
USER TTY FROM LOGING@ IDLE JCPU PCPU WHAT 
colin pts/9 137.xx.xx.210 O3Jani9 5:28m 1:12 ©.00s sshd: colin [priv] 
andrew pts/10 137.xx.xx.199 11:05 1.00s ©.15s @.04s sshd: andrew [priv] 
colin pts/12 137.xx.xx.210 @3Jan19 34:32 1.595 1.595 -bash 


write sends a message to a specific user: 
[ andrew@pc01 ~ ]$ echo "hello" | write andrew pts/10 


Message from andrew@pc01 on pts/10 at 17:34 ... 

hello 

EOF 

wall is similar to write, but it sends the same message to every logged-in user. write and wall used to be 
more useful before email, Twitter, WhatsApp and instant messaging. 


lynx is a fully-functional, text-based web browser: 
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nautilus / date / cal / bc 
[ Back to Table of Contents ] 


nautilus initialises a GUI remote desktop session and opens a file browser. 


date shows the current date and time: 

[ andrew@pc01 ~ ]$ date 

Fri Jan 11 17:40:30 GMT 2019 

cal shows an ASCII calendar of this month with today’s date highlighted: 
[ andrew@pc01 ~ ]$ cal 

January 2019 
Su Mo Tu We Th Fr Sa 
4. 2 3.42.5 

6 7 8 9 10 11 12 

13 14 15 16 17 18 19 
20 21 22 23 24 25 26 
27 28 29 30 31 
bc is a basic arithmetic calculator (use Python instead): 
L andrew@pc01 ~ ]$ bc 
be 1.06.95 ... 
20/4 
5 





